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Amnhes

amnesia

Data Anonymization Made easy

Manolis Terrovitis
Senior Researcher

Information Systems Management Institute

Ta mpoavagepBévra épya uAorroinbnkav oto mAdiolo tng MNpookAnong pe kwoikd 031 ue tiTho «APASH
STPATHIIKHE ANATTY=HS EPEYNHTIKQN KAl TEXNOAOTKQN ®@OPEQN», mou xpnuarodoreital amd 1o
Emixeipnoiako Mpodypauua «AvraywvioTikotnra, Emxeipnuankornia kai Kaivoropia», ESTIA 2014-2020 EZTIA
2014-2020, pe n ouyxpnuarodornon tng EAAGdac kai tne Eupwrraikiic Evwong (Eupwrraikd Tauegio lNepipepeiakis
Avarmruéng). AvaAutika@: "YmoAoyioTikés EmoThues kai TexvoAoyies Asdouévwy, lNepiexouévou Kai

AAMnAemidpaong” (MIS 5002437) ue 3 urroépya: Ymoépyo 1 «Awoaikéc TexvoAoyiec AvaAuonc lMepigxouévou kai
AMnAemtidpaonc», Ymoépyo 2 « TexvoAoyies AvaAuoncg lNepigxouévou atov TNoAimioud», Ymoépyo 3 « MEAA: MeydAa
Agdouéva — NpokAnoeig, MéBodor kai Texvikés ATTodOTIKNAS Alaxeipions» kai “KaivoTéuog epappuoyn Tou
Biounxavikou 61adIKTUoU Twv TTPayuaTwy o€ sugun tTepiartovra” (MIS 5002434) ue Ymoépyo 1: “Kaivorduog

gpappoyn Tou Biounxavikou S1adIKTUoOU TwV TTPAYUATWY OE upun TTEpIBAAAovTa’.
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Eupwnaiké Tapeio
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Me tn cuyxpnuatoddtnon tng EAAGSag kat tng Eupwnaikig Evwong



© (4 GDPR limits the usage of personal data
e according to law and contracts
* (Consent
e (Can be used for research

e Using Personal data
e Consent might not be given or
withdrawn
e Difficult to manage
 Usage for research purposes
requires strict internal processes
e Cannot share with third parties
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Unlock the
information -
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Research and studies need statistical information and properties
Personal identification is not necessary in most fields

Low reduction in data quality is tolerable

Or can be mitigated by using larger amounts of data I AE m Resea I"Ch & |nn0vati0n
I Information Technologies
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* Anonymization unlocks the valuable
information in data

The anonymized data are different
from the original data
Anonymization is a one-way
transformation of data

Original data cannot be retrieved

Pseudo-Anonymization is not

Anonymization

In Pseudo-Anonymized data there is
a way to retrieve the original data
Pseudo — Anonymized data are still
personal data
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Why
Anonymize?

AMNESIA - Manolis Terrovitis

Anonymized data are outside the
scope of GDPR

Anonymization provides a statistical
guaranty about the risk of information
leakage

It is the most suitable way to give
iInformation to third parties, without
revealing personal data
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Anonymized data have lost some information

» The key idea of a good anonymization algorithm is to minimize
this loss and limit it in the least important information

There are gray boundaries between anonymized
and pseudo-anonymized data

Limitations
of

Anonymization

Formal privacy guaranties provide a statistical
guaranty for the anonymized data

* This is only an interpretation of the notion of “privacy”

It cannot easily be fully automated

» User input is needed
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When to anonymize

When you are a practitioner, and you want to share data with researchers and third
parties without compromising the privacy of the user

~ After the data is anonymized, you do not need consent

When you want to give data to recipients you do not fully trust

~ Encryption will reduce the risks of data leaks to unauthorized third parties, it will do
nothing for untrusted recipients

When you want to openly publish data and you are not fully aware of the audience

When reduction in information quality is acceptable /II
AMNESIA - Manolis Terrovitis
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User friendly

Works locally, no data transfer risk

w

Allows users to customize the solution

The only tool to offer anonymization for set-
valued data

The only tool to support k™-anonymity

Why Amnesia

Easy to incorporate to third party information
systems
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Statistics

https://amnesia.openaire.eu

68k visitors
207k page views
4k unique downloads

40k Uses of the on-line service
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Generalization Hierarchy
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Amnhesia
Limitations

* Users are not familiar with anonymization
techniques

 The process is novel and requires effort from
the user’s part

« Amnesia cannot decide on privacy parameters

 K-anonymity does not protect from every type
of attack
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Thank you!
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